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Abstract

We develop a behavior-basedanomalydetectionmethod
that detectsnetwork anomaliesby comparingthe current
network traf�c againsta baselinedistribution. The Max-
imum Entropy techniqueprovidesa �e xible and fast ap-
proachto estimatethe baselinedistribution, which also
givesthe network administratora multi-dimensionalview
of thenetwork traf�c. By computinga measurerelatedto
therelativeentropy of thenetwork traf�c underobservation
with respectto thebaselinedistribution,weareableto dis-
tinguish anomaliesthat changethe traf�c either abruptly
or slowly. In addition, our methodprovides information
revealingthe type of the anomalydetected.It requiresa
constantmemoryanda computationtime proportionalto
thetraf�c rate.

1 Intr oduction

Maliciousabusesof theInternetarecommonlyseenin to-
day'sInternettraf�c. Anomaliessuchasworms,portscans,
denial of serviceattacks,etc. can be found at any time
in thenetwork traf�c. Theseanomalieswastenetwork re-
sources,causeperformancedegradationof networkdevices
andendhosts,andleadto securityissuesconcerningall In-
ternetusers.Thus,accuratelydetectingsuchanomalieshas
becomeanimportantproblemfor thenetwork community
to solve.

In this paper, we develop a network anomalydetection
techniquebasedonmaximumentropy andrelativeentropy
techniques. Our approachexploits the idea of behavior-
basedanomaly detection. We �rst divide packets into
classesalong multiple dimensions.A maximumentropy
baseline distribution of the packet classesin the benign
traf�c is determinedby learninga densitymodel from a
setof pre-labeledtrainingdata.Theempiricaldistribution
of the packet classesunderobservation is thencompared
to this baselinedistribution using relative entropy as the
metric. If the two distributions differ, we show that the

packetclassesprimarily responsiblefor thedifferencecon-
tainpacketsrelatedto ananomaly.

Themaximumentropy approachdescribedin this work
exhibits many advantages.First, it providesthe adminis-
tratorsa multi-dimensionalview of the network traf�c by
classifyingpacketsaccordingto a setof attributescarried
by a packet. Second,it detectsanomaliesthatcauseabrupt
changesin thenetwork traf�c, aswell asthosethatincrease
traf�c slowly. A largedeviation from thebaselinedistribu-
tion canonly becausedby packetsthatmakeupanunusual
portionof thetraf�c. If ananomalyoccurs,no matterhow
slowly it increasesits traf�c, it can be detectedoncethe
relative entropy increasesto a certainlevel. Third, it pro-
videsinformationaboutthe typeof theanomalydetected.
Our methodrequiresonly a constantamountof memory
and consistssolely of countingthe packets in the traf�c,
without requiringany per�o w information.

Our approachdividesinto two phases.Phaseoneis to
learn the baselinedistribution and phasetwo is to detect
anomaliesin the observed traf�c. In the �rst phase,we
�rst divide packets into multi-dimensionalpacket classes
accordingto the packets' protocol informationanddesti-
nation port numbers. Thesepacket classesserve as the
domainof the probability space. Then, the baselinedis-
tribution of thepacket classesis determinedby learninga
densitymodelfrom the trainingdatausingMaximumEn-
tropy estimation. The training datais a pre-labeleddata
setwith the anomalieslabeledby a humanand in which
packets labeledas anomalousare removed. During the
secondphase,an observed network traf�c trace is given
asthe input. The relative entropy of thepacket classesin
the observed traf�c tracewith respectto the baselinedis-
tribution is computed. The packet classesthat contribute
signi�cantly to the relative entropy are then recorded. If
certainpacket classescontinueto contribute signi�cantly
to therelativeentropy, anomalywarningsaregeneratedand
thecorrespondingpacket classesarereported.This corre-
spondingpacketclassinformationrevealstheprotocolsand
thedestinationport numbersrelatedto theanomalies.



Wetesttheapproachoverasetof realtraf�c traces.One
of themis usedasthe trainingsetandtheothersareused
asthetestdatasets.Theexperimentalresultsshow thatour
approachidenti�es anomaliesin the traf�c with low false
negativesandlow falsepositives.

The restof the paperis organizedas follows. In Sec-
tion 2, we review relatedwork. Section3 describeshow
we classifythepacketsin the traf�c. In Section4, we in-
troducethe Maximum Entropy estimationtechnique. In
Section5, we describehow to detectanomaliesin thenet-
work traf�c basedon the baselinedistribution. Section6
givesexperimentalresultsandSection7 discussesthe im-
plementationof thealgorithmandrelatedpracticalissues.
Thelastsectionsummarizesthewholepaper.

2 Relatedwork

A variety of tools have beendevelopedfor the purpose
of network anomalydetection.Somedetectanomaliesby
matchingthe traf�c patternor the packets using a set of
prede�nedrulesthatdescribecharacteristicsof theanoma-
lies. Examplesof this includemany of therulesor policies
usedin Snort[12] andBro [10]. Thecostof applyingthese
approachesis proportionalto thesizeof therulesetaswell
asthecomplexity of theindividual rules,which affectsthe
scalabilityof theseapproaches.Furthermorethey arenot
sensitive to anomaliesthat have not beenpreviously de-
�ned. Our work is a behavior basedapproachandrequires
little computation.

A numberof existing approachesarevariationson the
changedetectionmethod. In [2], Brutlag usesthe Holt
Winter forecastingmodelto capturethehistoryof thenet-
work traf�c variationsandto predictthe future traf�c rate
in the form of a con�denceband. When the varianceof
the network traf�c continuesto fall outsideof the con�-
denceband,an alarmis raised. In [1], Barford et al. use
waveletanalysisto remove from thetraf�c thepredictable
ambientpart andthenstudythe variationsin the network
traf�c rate. Network anomaliesaredetectedby applyinga
thresholdto a deviation scorecomputedfrom theanalysis.
In [14], ThottanandJi take managementinformationbase
(MIB) datacollectedfrom routersastime seriesdataand
usean auto-regressive processto modeltheprocess.Net-
work anomaliesaredetectedby inspectingabruptchanges
in the statisticsof the data. In [15], Wanget al. take the
differencein the numberof SYNs andFINs (RSTs)col-
lectedwithin onesamplingperiodastime seriesdataand
usea non-parametricCumulative Sum(CUSUM) method
to detectSYN �ooding by detectingthe changepoint of
the time series. While thesemethodscan detectanoma-
lies that causeunpredictedchangesin the network traf�c,
they may be deceivedby attacksthat increasetheir traf�c
slowly. Our work candetectanomaliesregardlessof how
slowly thetraf�c is increasedandreporton thetypeof the

anomalydetected.
Thereis alsoresearchusingapproachesbasedon infor-

mationtheory. In [7], LeeandXiangstudyseveralinforma-
tion theoreticmeasuresfor intrusiondetection.Their study
usesentropy andconditionalentropy to helpdatapartition-
ing andsettingparametersfor existing intrusiondetection
models. Our work detectsnetwork traf�c anomaliesthat
causeunusualchangesin thenetwork traf�c rateor content.
In [13], Stanifordet al. useinformationtheoreticmeasures
to helpdetectstealthyport scans.Their featuremodelsare
basedonmaintainingprobabilitytablesof featureinstances
andmulti-dimensionaltablesof conditionalprobabilities.
Our work appliesa systematicframework, MaximumEn-
tropy estimation,to estimatethebaselinedistribution, and
ourapproachis not limited to locatingport scans.

MaximumEntropy estimationis ageneraltechniquethat
has beenwidely usedin the �elds of machinelearning,
informationretrieval, computervision, andeconometrics,
etc. In [11], Pietraet al. presenta systematicway to in-
ducefeaturesfrom random�elds usingMaximumEntropy
technique.In [9], McCallum builds, on [11], an ef�cient
approachto inducefeaturesof ConditionalRandomFields
(CRFs).CRFsareundirectedgraphicalmodelsusedto cal-
culatethe conditionalprobability of valueson designated
outputnodesgivenvaluesassignedto otherdesignatedin-
put nodes.And in [8], Malouf givesa detailedcomparison
of several Maximum Entropy parameterestimationalgo-
rithms. In our work, we usetheL-BFGSalgorithmimple-
mentedby Malouf to estimatetheparametersin theMaxi-
mumEntropy model.

3 Packet classi�cation

In this section,we describehow we divide packetsin the
network traf�c into a setof packet classes.Our work fo-
cuseson anomaliesconcerningTCPandUDP packets. In
orderto studythe distribution of thesepackets,we divide
theminto asetof two-dimensionalclassesaccordingto the
protocolinformationandthedestinationportnumberin the
packetheader. Thissetof packetclassesis thecommondo-
mainof theprobabilityspacesin this work.

In the �rst dimension,packets are divided into four
classesaccordingto theprotocolrelatedinformation.First,
packetsaredividedinto theclassesof TCPandUDPpack-
ets.Two otherclassesarefurthersplit from theTCPpacket
classaccordingto whetheror not thepacketsareSYN and
RSTpackets.

In the seconddimension,packetsare divided into 587
classesaccordingto their destinationport numbers. Port
numbersoftendeterminetheservicesrelatedto thepacket
exchange. According to the InternetAssignedNumbers
Authority [6], port numbersare divided into three cate-
gories: Well Known Ports (0 � 1023), Registered Ports
(1024 � 49151), and Dynamic and/or Private Ports



(49152� 65535). In our work, packetswith a destination
port in the�rst category aredividedinto classesof 10 port
numberseach.Sincepacketswith portnumber80comprise
themajority of thenetwork traf�c, they areseparatedinto
a singleclass.This produces104 packet classes.Packets
with destinationportin thesecondcategoryaredividedinto
482 additionalclasses,with eachclasscovering 100 port
numberswith theexceptionof theclassthatcoversthelast
28 port numbersfrom 49124to 49151. Packetswith des-
tinationport numberslargerthan49151aregroupedinto a
singleclass. Thus,in this dimension,packetsaredivided
into a totalof 104+ 482+ 1 = 587classes.

Altogether, the setof two-dimensionalclassesconsists
of 4 � 587 = 2348packet classes.Thesepacket classes
comprisestheprobabilityspacein this paper. We estimate
thedistributionof differentpacketsin thebenigntraf�c ac-
cordingto this classi�cation,anduseit asthebaselinedis-
tribution to detectnetwork traf�c anomalies.

4 Maximum Entropy estimation of the
packet classesdistrib ution

MaximumEntropy estimationis aframework for obtaining
a parametricprobabilitydistribution modelfrom thetrain-
ing dataanda setof constraintson themodel. Maximum
Entropy estimationproducesa modelwith the most 'uni-
form' distributionamongall thedistributionssatisfyingthe
givenconstraints.A mathematicalmetricof theuniformity
of a distributionP is its entropy:

H (P) = �
X

! 2 


P(! ) logP(! ): (1)

Let 
 bethesetof packetclassesde�ned in theprevious
section.Givena sequenceof packetsS = f x1; : : : ; xn g as
thetrainingdata,theempiricaldistribution ~P over
 in this
trainingdatais

~P(! ) =
P

11(x i 2 ! )
n

; (2)

where11(X ) is anindicatorfunctionthattakesvalue1 if X
is trueand0 otherwise.

Supposewe are given a set of featurefunctionsF =
f f i g, andlet f i bean indicatorfunction f i : 
 7! f 0; 1g.
By usingMaximumEntropy estimation,wearelookingfor
a densitymodelP that satis�esEP (f i ) = E ~P (f i ) for all
f i 2 F andhasmaximumentropy. In [11], it hasbeen
provedthatundersuchconstraints,theMaximumEntropy
estimateis guaranteedto be (a) unique,and(b) the same
asthemaximumlikelihoodestimateusingthegeneralized
Gibbsdistribution,having thefollowing log-linearform

P(! ) =
1
Z

exp(
X

i

� i f i (! )) : (3)

For eachfeaturef i , a parameter� i 2 � determinesits
weight in themodel,� is thesetof parametersfor thefea-
ture functions. Z is a normalizationconstantthat ensures
thatthesumof theprobabilitiesover
 is 1. Thedifference
betweentwo givendistributionsP andQ is commonlyde-
terminedusingtherelative entropy or Kullback-Leibler (K-
L) divergence:

D (P jjQ) =
X

! 2 


P(! ) log
P(! )
Q(! )

:

Maximizingthelikelihoodof thedistributionin theform of
(3) with respectto ~P is equivalentto minimizing theK-L
divergenceof ~P with respectto P

P = argmin
P

D( ~PkP)

as Y

! 2 


P(! )
�

11(x i 2 ! ) / exp(� D ( ~PkP)) :

For thesake of ef�ciency, featurefunctionsareoftense-
lectedto expressthemostimportantcharacteristicsof the
trainingdatain thelearnedlog-linearmodel,andin return,
the log-linear model expressesthe empirical distribution
with thefewestfeaturefunctionsandparameters.

TheMaximumEntropy estimationprocedureconsistsof
two parts:featureselectionandparameterestimation.The
featureselectionpart selectsthe most important features
of the log-linearmodel,andtheparameterestimationpart
assignsa properweight to eachof the featurefunctions.
Thesetwo partsareperformediteratively to reachthe �-
nal model. In thefollowing, we describeeachpart in turn.
More detailscanbefoundin [11].

4.1 Feature selection

The featureselectionstep is a greedy algorithm which
choosesthe bestfeaturefunction that minimizesthe dif-
ferencebetweenthe modeldistribution and the empirical
distribution from a setof candidatefeaturefunctions.

Let 
 be the setof all packet classes,~P the empirical
distributionof thetrainingdataover 
 , andF a setof can-
didatefeaturefunctions.Theinitial modeldistributionover

 is P0(! ) = 1

Z , Z = j
 j, which is a uniform distribution
over 
 .

Now let Pi beamodelwith i featurefunctionsselected

Pi (! ) =
1
Z

exp(
iX

j =1

� j f j (! )) : (4)

andwewantto selectthei + 1st featurefunction.Let g be
a featurefunctionin F nf f 1; : : : f i g to beselectedinto the
modeland� g beits weight,thenlet

Pi;� g ;g (! ) =
1
Z 0 exp(

X

i

� i f i (! )) exp(� gg); (5)



andlet

GP i (� g; g) = D( ~PjjPi ) � D ( ~PjjPi;� g ;g )

= � gE ~P (g) � logEP i (exp(� gg)) ;

whereEP (g) is theexpectedvalueof g with respectto the
distribution of P. GP i (� g ; g) is a concave function with
respectto � g, and

GP i (g) = sup
� g

GP i (� g; g) (6)

is themaximumdecreaseof theK-L divergencethatcanbe
attainedby addingg into themodel.Thefeaturefunctiong
with thelargestgainGP i (g) is selectedasthei + 1st feature
functionto themodel.

In [11], it is alsoshown thatfor indicatorcandidatefea-
ture functions, thereare closedform formulasrelatedto
the maximaof GP i (� g; g), which makes it computation-
ally easier. For more detailson featureselection,please
referto [11] and[4].

4.2 Parameter estimation

After a new feature function is addedto the log-linear
model, the weightsof all featurefunctionsare updated.
Given a set of training dataanda set of selectedfeature
functions f f i g, the set of parametersis then estimated.
Maximum Entropy estimationlocatesa setof parameters
� = f � i g in (3) for f f i g that minimizesthe K-L diver-
genceof ~P with respectto P:

� = argmin
�

X

! 2 


~P(! ) log
~P(! )
P(! )

: (7)

Thereare a numberof numericalmethodsthat can be
exploited. In our work, we use the L-BFGS Maximum
Entropy estimationalgorithm”tao lmvm” implementedby
Malouf in [8].

4.3 Model construction

Figure 1 shows the model constructionalgorithm. The
modelis built by iteratingthe above two stepsuntil some
stoppingcriterionis met.Thisstoppingcriterioncanbeei-
ther that theK-L divergenceof P with respectto ~P is less
thansomethresholdvalue,or thatthegainof addinganew
featurefunctionis toosmallto improvethemodel.

The featurefunctionsareselectedfrom a setof candi-
datefeaturefunctions. Sincethe domain
 in our work
consistsof packetclassesdifferentin theprotocolsandthe
destinationportnumbers,ourcandidatefeaturefunctionset
comprisesof threesetsof indicatorfunctions.The�rst set
of indicator functionschecksthe packet's protocol infor-
mation, the secondset of indicator functionsclassify the

� Initial Data:

A setof trainingdatawith empiricaldistribution ~P ,

a setof candidatefeaturefunctionsF ,

andaninitial densitymodelP0 , P0(ω) = 1
Z , Z = j
 j

� Iteratedsteps:

(0) Setn = 0

(1) Featureselection

For eachfeaturefunctiong 2 F , g /2 f fi g, compute
thegainGPn (g)

Letfn +1 bethefeaturefunctionwith thelargestgain

(2) ParameterEstimation

Updateall theparametersandsetPn +1 to betheup-
datedmodel

(3) Checktheiterationstoppingcriterion

If theiterationstoppingcriterionis not met,setn =
n + 1, goto (1). Otherwise,return the learned
modelPn +1 .

Figure1: Model constructionalgorithm

packet's destinationport number, andthe third setchecks
both thepacket's protocolinformationandthedestination
port number.

The training datausedare pre-labeledby humansand
the packets relatedto the labeledanomaliesarenot used
in computingthe empirical distribution ~P. In this way,
we treatthepacket classesdistribution de�ned by the log-
linearmodelin (3) from Maximum Entropy estimationas
thebaselinedistribution, andarenow ableto computethe
relativeentropy of any givennetwork traf�c.

5 Detectingnetwork traf�c anomalies

Therelative entropy shows thedifferencebetweenthedis-
tributionof thepacketclassesin thecurrentnetwork traf�c
andthebaselinedistribution. If this differenceis too large,
it indicatesthataportionof somepacketclassesthatrarely
appearin the training dataincreasessigni�cantly, or that
appearregularly decreasessigni�cantly. In other words,
this servesasan indicationof thepresenceof ananomaly
in thenetwork traf�c. Our currentwork only considersthe
anomalieswhereanomalytraf�c increases.

We divide time into slots of �x ed length � . Suppose
the traf�c in a time slot containsthe packet sequences
f x1; : : : ; xn g, the empirical distribution ~P of the packet
classesin this time slot is

~P(! ) =
P

11(x i 2 ! )
n

; (8)



For eachpacketclass,we de�ne

D ~P kP (! ) = ~P(! ) log
~P(! )
P(! )

; (9)

whereP is the baselinedistribution obtainedfrom Max-
imum Entropy estimation. This producesa quantitative
value that describesthe distortion of the distribution for
eachpacket class! from that of the baselinedistribution,
andthis is usedasanindicationof anomalies.

We thenusea 'sliding window' detectionapproach.In
eachtime slot, we recordpacket classesthathave their di-
vergenceslargerthana thresholdd. If for a certainpacket
class! , D ~P kP (! ) > d for morethanh timesin a window
of W timeslots,analarmis raisedtogetherwith thepacket
classinformation! , which revealsthecorrespondingpro-
tocolandport number.

6 Experimental results

In this section, we presentinitial experimentalresults.
The data are collectedat the UMASS Internet gateway
routerusingDAG cardsmadeby Endace[3]. They con-
sist of sevenhours' traf�c tracecollectedfrom 9:30am to
10:30am in themorningfor a weekfrom July 16thto July
22nd,2004.All of thesedataarelabeledby humaninspec-
tion. In particular, we selecta setof high volume�o ws, a
setof nodeswith high incomingor outgoingtraf�c, anda
setof port numbersthat have high volumeof traf�c. We
thenexamineeachof themto seewhetherthereareanoma-
lies. For moredetailsof the tracecollected,pleaserefer
to [4].

We usethedatatakenon July 20th asthe trainingdata
set. The Maximum Entropy estimationalgorithmis used
to generatethe baselinedistribution of the packet classes
from thetrainingdata.We setthestoppingcriterionfor the
constructionalgorithmto bewhethertheK-L differenceof
P with respectto ~P is lessthan0:01. By this criterion,the
algorithmendedwith a setof 362featurefunctions.

As an example,we �rst show two casesof port scans
thatmanifestthemselvesby increasingtheD ~P kP (! ) value.
The parametersusedaresetas � = 1 second,d = 0:01,
W = 60 andh = 30. On July 19th,2004,from 9:30am,
when we began our data collection, to 9:37am, a host
outsideof the UMASS campusnetwork performeda port
scanat port 4899 by sendingmany SYN packets to dif-
ferenthostsin the UMASS campusnetwork. Then from
9:46am to 9:51am, anotherhost outsideof the UMASS
campusnetwork performedanotherport scanat the same
port. During thesetwo time periods,the relative entropy
of thepacketclassthatrepresentsSYN packetstargetingat
portsfrom 4824to 4923increasedconsiderably, asshown
in Figure2. Thesetwo port scanswere successfullyde-
tectedby our relativeentropy detectionalgorithm.
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Figure 2: Relative entropy for packetsof type SYN and
destinationport numberfrom 4824to 4923

We test the performanceof the algorithmby runningit
over theremainingsix humanlabeleddatasets.Thedetec-
tion algorithmprovidesresultsat every time slot � . If an
anomalyis detectedby thealgorithmandthereis a corre-
spondinganomalydetectedby humanlabeling,it is a pos-
itive. All anomaliesdetectedby thealgorithmcorrespond-
ing to the sameanomalylabeledby humanaretreatedas
a single positive. If there is no humanlabeledanomaly
correspondingto theanomalyreportedby thealgorithm,it
is calleda false positive. Consecutive falsepositivesare
treatedasa singlefalsepositive. Anomalieslabeledby hu-
manbut missedby thealgorithmarecalledfalse negatives.
In eachcase,the algorithmdetectsmostof the anomalies
locatedby humanlabeling. However, the algorithmalso
reportsmany 'f alsepositives'. These'f alsepositives' are
either '�ash crowds' phenomenons,high rate traf�c that
communicateswith port numbersrarely seenin the train-
ing data,or traf�c thatwe cannottell what they aregiven
the limited packet headerinformation. For more details,
pleasereferto [4].

In spite of the ambiguoussituationconcerningall the
anomaliesgeneratedby the algorithm,we found that the
experimentalresultsregardingSYN packetsgive goodre-
sults.Table1 summarizesthealgorithmperformancein the
experimentsdescribedabove. The tablealsosummarizes
theperformanceof thealgorithmin termsof precision,re-
call andF1. Let a bethenumberof positives,bthenumber
of falsepositives,andc thenumberof falsenegatives,pre-
cisionis de�nedasa=(a+ b), recallis de�nedasa=(a+ c)
andF1 is de�ned as2a=(2a + b+ c). Thetableshowsthat
theMaximumEntropy methoddetectsmostof theanoma-
lies detectedby humanlabeling with few falsenegatives
andfew falsepositives.

7 Implementation and practical issues

We are currently implementingthe detectionalgorithm
using an Intel IXP 1200 packet processingengine for



Date Humanlylabeled Positive Falsenegative Falsepositive Precision Recall F1
July16 10 10 0 1 0.91 1 0.95
July17 11 10 1 0 1 0.91 0.95
July18 14 14 0 0 1 1 1
July19 16 14 2 0 1 0.88 0.93
July21 15 15 0 0 1 1 1
July22 9 8 1 0 1 0.89 0.94

Table1: Algorithm performance

routers[5], which hassix processingengines,onecontrol
processor, andworksat 200-MHzclock rate. Theempiri-
caldistributionof thepacketclassesin thenetwork traf�c is
readfrom theprocessingengineandcomparedto thebase-
line distribution every second.Thebaselinedistribution is
estimatedof�ine. In practice,whenthe traf�c is expected
to experiencecertainchanges,i.e. dueto diurnaleffectsor
plannednetwork recon�guration,thebaselinedistribution
shouldbeupdatedor retrained.How to do this is a topicof
futureresearch.

8 Conclusion

In this paper, we introduceour approachto detectanoma-
lies in the network traf�c using Maximum Entropy esti-
mation and relative entropy. The packet distribution of
thebenigntraf�c is estimatedusingtheMaximumEntropy
framework andusedasa baselineto detecttheanomalies.
Themethodis ableto detectanomaliesby inspectingonly
the currenttraf�c insteadof a changepoint detectionap-
proach. The experimentalresultsshow that it effectively
detectsanomaliesin thenetwork traf�c includingdifferent
kindsof SYN attacksandport scans.This anomalydetec-
tion methodidenti�es thetypeof theanomalydetectedand
comeswith low falsepositives.Themethodrequiresacon-
stantmemoryanda computationtime proportionalto the
traf�c rate. Many interestingaspectsof this approachstill
remainto beexplored,andcomparisonwith othermethods
suchasHolt-Winter, whenpossible,will beuseful.
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