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Abstract

We develop a behaior-basedanomalydetectionmethod
that detectsnetwork anomaliesby comparingthe current
network traf ¢ againsta baselinedistribution. The Max-
imum Entropy techniqueprovidesa e xible and fast ap-
proachto estimatethe baselinedistribution, which also
givesthe network administratora multi-dimensionalview
of the network traf c. By computinga measureelatedto
therelative entropy of thenetwork traf ¢ underobsenation
with respecto thebaselinadistribution, we areableto dis-
tinguish anomaliesthat changethe traf ¢ either abruptly
or slowly. In addition, our methodprovides information
revealingthe type of the anomalydetected. It requiresa
constantmemoryand a computationtime proportionalto
thetrafc rate.

1 Intr oduction

Malicious akusesof the Internetarecommonlyseenin to-

day'sInternettraf c. Anomaliessuchasworms,portscans,
denial of serviceattacks,etc. can be found at any time

in the network traf c. Theseanomaliesvastenetwork re-

sourcescauseperformancelegradatiorof network devices
andendhostsandleadto securityissuesconcerningll In-

ternetusers.Thus,accuratelydetectingsuchanomaliehas
becomeanimportantproblemfor the network community
to solve.

In this paper we develop a network anomalydetection
techniquebasedon maximumentropy andrelative entrogy
techniques. Our approachexploits the idea of behaior-
basedanomaly detection. We rst divide paclets into
classesalong multiple dimensions. A maximumentrofy
baseline distribution of the paclet classesn the benign
trafc is determinedby learninga densitymodel from a
setof pre-labeledraining data. The empiricaldistribution
of the paclet classesunderobsenationis thencompared
to this baselinedistribution using relative entrofy as the
metric. If the two distributions differ, we shav that the

pacletclasseprimarily responsibldor thedifferencecon-
tain pacletsrelatedto ananomaly

The maximumentropy approachdescribedn this work
exhibits mary advantages.First, it providesthe adminis-
tratorsa multi-dimensionalview of the network trafc by
classifyingpaclketsaccordingto a setof attributescarried
by a paclet. Secondijt detectsanomalieghatcauseabrupt
changeén thenetwork traf ¢, aswell asthosethatincrease
traf c slowly. A large deviation from the baselinadistribu-
tion canonly becausedy packetsthatmake upanunusual
portionof thetrafc. If ananomalyoccurs,no matterhow
slowly it increasests trafc, it canbe detectedoncethe
relative entrofy increasedo a certainlevel. Third, it pro-
videsinformationaboutthe type of the anomalydetected.
Our methodrequiresonly a constantamountof memory
and consistssolely of countingthe pacletsin the traf c,
withoutrequiringary per o w information.

Our approachdividesinto two phases.Phaseoneis to
learn the baselinedistribution and phasetwo is to detect
anomaliesin the obseredtrafc. In the rst phase,we
rst divide pacletsinto multi-dimensionalpaclet classes
accordingto the paclets' protocolinformation and desti-
nation port numbers. Thesepaclet classessene as the
domainof the probability space. Then, the baselinedis-
tribution of the paclet classess determineddy learninga
densitymodelfrom the training datausingMaximum En-
tropy estimation. The training datais a pre-labeleddata
setwith the anomaliedabeledby a humanandin which
paclets labeledas anomalousare removed. During the
secondphase,an obsened network trafc traceis given
astheinput. Therelative entropy of the paclet classesn
the obsenedtraf ¢ tracewith respecto the baselinedis-
tribution is computed. The paclet classeghat contritute
signi cantly to the relative entrogy arethenrecorded. If
certainpaclet classescontinueto contribute signi cantly
totherelative entropy, anomalywarningsaregenerateénd
the correspondingaclet classesarereported. This corre-
spondingpacletclassnformationrevealstheprotocolsand
thedestinatiorport numbergelatedto theanomalies.



We testtheapproactoverasetof realtraf c traces.One
of themis usedasthe training setandthe othersare used
asthetestdatasets.Theexperimentakesultsshav thatour
approachdenti es anomaliesn thetrafc with low false
negativesandlow falsepositives.

The restof the paperis organizedas follows. In Sec-
tion 2, we review relatedwork. Section3 describeshow
we classifythe pacletsin thetrafc. In Section4, we in-
troducethe Maximum Entropy estimationtechnique. In
Section5, we describehow to detectanomaliesn the net-
work traf c basedon the baselinedistribution. Section6
givesexperimentalresultsand Section7 discusseshe im-
plementatiorof the algorithmandrelatedpracticalissues.
Thelastsectionsummarizeshewhole paper

2 Relatedwork

A variety of tools have beendevelopedfor the purpose
of network anomalydetection. Somedetectanomalieshy
matchingthe traf ¢ patternor the paclets using a set of
prede nedrulesthatdescribecharacteristicef theanoma-
lies. Examplef this includemary of therulesor policies
usedin Snort[12] andBro [10]. Thecostof applyingthese
approachess proportionalto thesizeof therule setaswell
asthe compleity of theindividual rules,which affectsthe
scalability of theseapproachesFurthermorethey are not
sensitve to anomaliesthat have not beenpreviously de-
ned. Ourwork is a behaior basedapproactandrequires
little computation.

A numberof existing approachesre variationson the
changedetectionmethod. In [2], Brutlag usesthe Holt
Winter forecastingnodelto capturethe history of the net-
work traf ¢ variationsandto predictthe futuretraf c rate
in the form of a con denceband. Whenthe varianceof
the network trafc continuesto fall outsideof the con -
denceband,an alarmis raised. In [1], Barfordet al. use
waveletanalysisto remove from thetraf ¢ the predictable
ambientpart andthen studythe variationsin the network
traf c rate. Network anomaliesaredetectedy applyinga
thresholdto a deviation scorecomputedrom the analysis.
In [14], ThottanandJi take managemenhformationbase
(MIB) datacollectedfrom routersastime seriesdataand
usean auto-rgressve procesgo modelthe process.Net-
work anomaliesaredetectedy inspectingabruptchanges
in the statisticsof the data. In [15], Wanget al. take the
differencein the numberof SYNs and FINs (RSTs)col-
lectedwithin one samplingperiodastime seriesdataand
usea non-parametricCumulatve Sum(CUSUM) method
to detectSYN ooding by detectingthe changepoint of
the time series. While thesemethodscan detectanoma-
lies that causeunpredictecthangesn the network traf c,
they may be deceved by attacksthatincreaseheir traf ¢
slowly. Our work candetectanomaliegegardlesof how
slowly thetraf ¢ is increasecndreportonthetype of the

anomalydetected.

Thereis alsoresearchusingapproachebasedon infor-
mationtheory In [7], LeeandXiangstudyseveralinforma-
tion theoreticmeasure$or intrusiondetection.Their study
usesentrofy andconditionalentropy to helpdatapartition-
ing and settingparametergor existing intrusiondetection
models. Our work detectsnetwork trafc anomaliesthat
causainusuathangesn thenetwork traf ¢ rateor content.
In [13], Stanifordet al. useinformationtheoreticmeasures
to help detectstealthyport scans.Their featuremodelsare
basednmaintainingprobabilitytablesof featureinstances
and multi-dimensionaltablesof conditional probabilities.
Our work appliesa systematidrameavork, Maximum En-
tropy estimationto estimatethe baselinedistribution, and
our approachs notlimited to locatingport scans.

MaximumEntropy estimatioris ageneratechniquehat
hasbeenwidely usedin the elds of machinelearning,
informationretrieval, computervision, and econometrics,
etc. In [11], Pietraet al. presenta systematiovay to in-
ducefeaturedrom random elds usingMaximum Entropy
technique.In [9], McCallum builds, on [11], an ef cient
approacho inducefeaturesf ConditionalRandomFields
(CRFs).CRFsareundirectedgraphicaimodelsusedto cal-
culatethe conditionalprobability of valueson designated
outputnodesgivenvaluesassignedo otherdesignatedn-
put nodes.And in [8], Malouf givesa detailedcomparison
of several Maximum Entropy parameterestimationalgo-
rithms. In our work, we usethe L-BFGS algorithmimple-
mentedby Malouf to estimatethe parameterin the Maxi-
mum Entropy model.

3 Packet classi cation

In this section,we describehow we divide pacletsin the
network traf ¢ into a setof paclet classes.Our work fo-
cuseson anomaliesoncerningl CP andUDP paclets. In
orderto studythe distribution of thesepaclets, we divide
theminto a setof two-dimensionatlassesaccordingo the
protocolinformationandthedestinatiorportnumberin the
pacletheaderThissetof pacletclassess thecommondo-
mainof the probability spacesn this work.

In the rst dimension, paclets are divided into four
classesccordingo theprotocolrelatedinformation. First,
pacletsaredividedinto theclasse®f TCPandUDP pack-
ets. Two otherclassesrefurthersplit from the TCP paclet
classaccordingto whetheror not the packetsareSYN and
RST paclets.

In the seconddimension,paclets are divided into 587
classesaccordingto their destinationport numbers. Port
numbersoftendeterminehe serviceselatedto the paclet
exchange. According to the Internet AssignedNumbers
Authority [6], port numbersare divided into three cate-
gories: Well Known Ports (0 1023, Registered Ports
(1024 49151, and Dynamic and/or Private Ports



(49152 65535. In ourwork, pacletswith a destination
portin the rst cateyory aredividedinto classeof 10 port
numberseach.Sincepaclketswith portnumber80comprise
the majority of the network traf c, they areseparatednto
a singleclass. This producesl 04 paclet classes.Packets
with destinatiomportin theseconctateyoryaredividedinto
482 additionalclasseswith eachclasscaovering 100 port
numberswith the exceptionof the classthatcoversthelast
28 port numbersfrom 49124to 49151 Packetswith des-
tinationport numberdargerthan49151aregroupednto a
singleclass. Thus,in this dimension,pacletsaredivided
into atotalof 104+ 482+ 1= 587classes.

Altogether the setof two-dimensionaklassesonsists
of 4 587 = 2348paclet classes.Thesepaclet classes
compriseghe probability spacein this paper We estimate
thedistribution of differentpacletsin thebenigntrafc ac-
cordingto this classi cation,anduseit asthe baselinedis-
tribution to detectnetwork traf c anomalies.

4 Maximum Entropy estimation of the
packet classedlistrib ution

MaximumEntropy estimations aframework for obtaining
a parametrigorobability distribution modelfrom thetrain-
ing dataanda setof constraintson the model. Maximum
Entropy estimationproducesa modelwith the most'uni-
form' distributionamongall the distributionssatisfyingthe
givenconstraintsA mathematicametricof the uniformity
of adistribution P is its entroyy:

H(P) = P()logP(!): Q)
12

Let bethesetof pacletclassesle nedin theprevious

thetrainingdatatheempiricaldistribution P over in this
trainingdatais
P 1(x;2!)
Xj 2!
P(1) = —— )

wherel(X) is anindicatorfunctionthattakesvaluel if X
is trueandO otherwise.

Supposewe are given a set of featurefunctionsF =
ffig, andletf; beanindicatorfunctionf; : 7! f0;1g.
By usingMaximumEntropy estimationwe arelooking for
adensitymodelP thatsatis esEp (f;) = E,(f;) for all
fi 2 F andhasmaximumentropy. In [11], it hasbeen
provedthatundersuchconstraintsthe Maximum Entropy
estimateis guaranteedo be (a) unique,and (b) the same
asthe maximumlik elihoodestimateusingthe generalized
Gibbsdistribution, having the following log-linearform

X
POY= Zexp(  ifi(1): ©

For eachfeaturef;, a parameter ; 2 determinedts
weightin themodel, is thesetof parametersor thefea-
ture functions. Z is a normalizationconstanthat ensures
thatthesumof theprobabilitiesover is 1. Thedifference
betweertwo givendistributionsP andQ is commonlyde-
terminedusingtherelative entropy or Kullback-Leibler (K-
L) divergence:

X
DPIiQ = P()log 8,

!2 I

Maximizingthelik elihoodof thedistributionin theform of
(3) with respectio P is equivalentto minimizing the K-L
divergenceof P with respecto P

P = arg rr;in D (PkP)

as
P(1) 2D exp( D(PkP)):
12

For the sale of ef ciency, featurefunctionsareoftense-
lectedto expressthe mostimportantcharacteristicef the
trainingdatain thelearnedog-linearmodel,andin return,
the log-linear model expresseghe empirical distribution
with the fewestfeaturefunctionsandparameters.

TheMaximum Entropy estimationprocedureonsistof
two parts:featureselectionandparameteestimation.The
featureselectionpart selectsthe most importantfeatures
of thelog-linearmodel,andthe parameteestimationpart
assignsa properweight to eachof the featurefunctions.
Thesetwo partsare performediteratively to reachthe -
nal model. In thefollowing, we describesachpartin turn.
More detailscanbefoundin [11].

4.1 Feature selection

The feature selectionstep is a greedy algorithm which
chooseghe bestfeaturefunction that minimizesthe dif-
ferencebetweenthe modeldistribution and the empirical
distribution from a setof candidatdeaturefunctions.

Let bethe setof all paclet classesP the empirical
distribution of thetrainingdataover , andF asetof can-
didatefeaturefunctions.Theinitial modeldistribution over

isPo(!) = Zl,Z = j j, whichis auniformdistribution
over

Now let P; beamodelwith i featurefunctionsselected

1 Xi
Pi(t)= Zexp( (1) (4)
j=1
andwe wantto selectthei + 15t featurefunction. Let g be

afeaturefunctionin F nff 1;:::f;g to be selectednto the
modeland ¢ beits weight,thenlet

1 X
Pi 4 0(')= ﬁeXp( ' ifi(!)) exp( ¢9); (5)



andlet

Gp ( ¢:9) D (PjjPi)

9Ep(9)

whereEp (g) is theexpectedvalueof g with respecto the
distribution of P. Gp, ( ¢;0) is a concae function with
respecto ¢, and

Gp, (9) = supGe, ( ¢;9) (6)

D (PJJ F)i; g :g)
logEp, (exp( ¢9));

is themaximumdecreasef theK-L divergencahatcanbe
attainedby addingg into themodel. Thefeaturefunctiong
with thelargestgainGp, (g) is selectedsthei + 1% feature
functionto themodel.

In [11], it is alsoshavn thatfor indicatorcandidatdea-
ture functions, there are closedform formulasrelatedto
the maximaof Gp, ( ¢;0), which makesit computation-
ally easier For more detailson featureselection,please
referto [11] and[4].

4.2 Parameter estimation

After a new featurefunction is addedto the log-linear
model, the weights of all featurefunctionsare updated.
Given a setof training dataand a setof selectedfeature
functionsff;g, the set of parameterds then estimated.
Maximum Entropy estimationlocatesa setof parameters

= f jgin (3) for ff;g that minimizesthe K-L diver
genceof P~ with respecto P:

P(!)log % @)
12 ’

= argmin

Thereare a numberof numericalmethodsthat can be

exploited. In our work, we usethe L-BFGS Maximum

Entropy estimationalgorithm”tao_Imvm” implementedy
Maloufin [8].

4.3 Model construction

Figure 1 shavs the model constructionalgorithm. The
modelis built by iteratingthe above two stepsuntil some
stoppingcriterionis met. This stoppingcriterioncanbeei-
therthattheK-L divergenceof P with respecto P is less
thansomethresholdvalue,or thatthe gainof addinga new
featurefunctionis too smallto improve themodel.

The featurefunctionsare selectedrom a setof candi-
date featurefunctions. Sincethe domain in our work
consistf paclet classedlifferentin the protocolsandthe
destinatiorportnumberspur candidatdeaturefunctionset
comprisef threesetsof indicatorfunctions.The rst set
of indicator functionschecksthe paclet's protocol infor-
mation, the secondset of indicator functionsclassify the

Initial Data:

A setof trainingdatawith empiricaldistribution P,
asetof candidatdeaturefunctionsF ,
andaninitial densitymodel Py, Po(w) = Zl,Z =jj
Iteratedsteps:
(0) Setn=10
(1) Featureselection

For eachfeaturefunctiong 2 F, g 2 f fig, compute
thegainGp, (9)

Let fn+1 bethefeaturefunctionwith thelargestgain
(2) ParameteEstimation

Updateall theparameterandsetP, +1 to betheup-
datedmodel

(3) Checktheiterationstoppingcriterion

If theiterationstoppingcriterionis notmet,setn =
n + 1, goto (1). Otherwise returnthe learned
model P +1 .

Figurel: Model constructioralgorithm

paclet's destinationport number andthe third setchecks
boththe paclet's protocolinformationandthe destination
portnumber

The training datausedare pre-labeledby humansand
the pacletsrelatedto the labeledanomaliesare not used
in computingthe empirical distribution P". In this way,
we treatthe paclet classedlistribution de ned by the log-
linear modelin (3) from Maximum Entropy estimationas
the baselinedistribution, andarenow ableto computethe
relative entrogy of ary givennetwork traf c.

5 Detectingnetwork traf c anomalies

Therelative entropy shows the differencebetweerthedis-
tribution of the paclet classesn the currentnetwork traf ¢
andthe baselinedistribution. If this differenceis too large,
it indicateshata portionof somepaclet classeshatrarely
appearin the training dataincreasessigni cantly, or that
appearregularly decreasesigni cantly. In otherwords,
this senesasanindicationof the presenceof ananomaly
in thenetwork traf c. Our currentwork only considerdghe
anomaliesvhereanomalytraf ¢ increases.

We divide time into slotsof x edlength . Suppose
the trafc in a time slot containsthe paclet sequences

classesn thistime slotis

Pl(x-2')
F’(!)=7n' -, (8)



For eachpacletclasswe de ne

P()
P()

whereP is the baselinedistribution obtainedfrom Max-
imum Entropy estimation. This producesa quantitatve
value that describeghe distortion of the distribution for
eachpaclet class! from thatof the baselinedistribution,
andthisis usedasanindicationof anomalies.

We thenusea 'sliding window' detectionapproach.In
eachtime slot, we recordpaclet classeghat have their di-
vergencedargerthanathresholdd. If for a certainpaclet
class! ,Dp,p (1) > dfor morethanh timesin awindow
of W timeslots,analarmis raisedtogethemith the paclet
classinformation! , which revealsthe correspondingpro-
tocolandport number

Dpp (1) =P()log ; 9)

6 Experimental results

In this section, we presentinitial experimentalresults.
The data are collectedat the UMASS Internet gatavay
routerusing DAG cardsmadeby Endace[3]. They con-
sistof sevenhours'trafc tracecollectedfrom 9:30am to
10:30am in themorningfor aweekfrom July 16thto July
22nd,2004.All of thesedataarelabeledby humaninspec-
tion. In particular we selecta setof high volume o ws, a
setof nodeswith high incomingor outgoingtrafc, anda
setof port numbersthat have high volume of trafc. We
thenexamineeachof themto seewhetherthereareanoma-
lies. For more detailsof the tracecollected,pleaserefer
to [4].

We usethe datatakenon July 20th asthetraining data
set. The Maximum Entropy estimationalgorithmis used
to generatehe baselinedistribution of the paclet classes
from thetrainingdata.We setthe stoppingcriterionfor the
constructioralgorithmto bewhethertheK-L differenceof
P with respecto P is lessthan0:01. By this criterion,the
algorithmendedwith a setof 362featurefunctions.

As an example,we rst showv two casesof port scans
thatmanifesthemselesby increasingheD (! ) value.
The parametersisedaresetas = 1 secondd = 0:01,
W = 60andh = 30. On July 19th, 2004,from 9:30am,
when we began our data collection, to 9:37am, a host
outsideof the UMASS campusnetwork performeda port
scanat port 4899 by sendingmary SYN pacletsto dif-
ferenthostsin the UMASS campusnetwork. Thenfrom
9:46am to 9:5lam, anotherhost outsideof the UMASS
campusnetwork performedanotherport scanat the same
port. During thesetwo time periods,the relative entrogy
of thepacletclassthatrepresentSYN pacletstargetingat
portsfrom 4824to 4923increasedonsiderablyasshavn
in Figure2. Thesetwo port scanswere successfullyde-
tectedby our relative entropy detectionalgorithm.

UMASS OIT Trace

0.4

protbcol SYN ports [4324-4923] —

Relative Entropy

0 500 1000 1500 2000 2500 3000 3500
Time (s)

Figure 2: Relatve entrofy for pacletsof type SYN and
destinatiorport numberfrom 4824t0 4923

We testthe performanceof the algorithmby runningit
overtheremainingsix humanlabeleddatasets.Thedetec-
tion algorithmprovidesresultsat every time slot . If an
anomalyis detectedby the algorithmandthereis a corre-
spondinganomalydetectedy humanlabeling, it is a pos-
itive. All anomaliegletectedy thealgorithmcorrespond-
ing to the sameanomalylabeledby humanaretreatedas
a single positive. If thereis no humanlabeledanomaly
correspondingo theanomalyreportedby the algorithm,it
is calleda false positive. Consecutie false positivesare
treatedasa singlefalsepositive. Anomalieslabeledby hu-
manbut missedby thealgorithmarecalledfal se negatives.
In eachcase the algorithmdetectsmostof the anomalies
locatedby humanlabeling. However, the algorithmalso
reportsmary 'f alsepositives'. These'f alsepositives' are
either'ash crowds' phenomenonshigh rate trafc that
communicatesvith port numbersrarely seenin the train-
ing data,or trafc thatwe cannottell whatthey aregiven
the limited paclet headerinformation. For more details,
pleasaeferto [4].

In spite of the ambiguoussituationconcerningall the
anomaliesgeneratedy the algorithm, we found that the
experimentalresultsregardingSYN pacletsgive goodre-
sults. Tablel summarizeshealgorithmperformancen the
experimentsdescribedabove. The tablealsosummarizes
the performancef thealgorithmin termsof precision re-
callandF1. Let a bethenumberof positives,bthenumber
of falsepositives,andc the numberof falsenegatives,pre-
cisionis de nedasa=(a+ b), recallis de nedasa=(a+ c)
andFlis de nedas2a=(2a+ b+ c). Thetableshavsthat
the Maximum Entropy methoddetectamostof theanoma-
lies detectedby humanlabeling with few false negatives
andfew falsepositives.

7 Implementation and practical issues

We are currently implementingthe detectionalgorithm
using an Intel IXP 1200 paclket processingengine for



Date | Humanlylabeled | Positve | Falsenegative | Falsepositive | Precision| Recall | F1
July 16 10 10 0 1 0.91 1 0.95
July 17 11 10 1 0 1 0.91 | 0.95
July 18 14 14 0 0 1 1 1
July 19 16 14 2 0 1 0.88 | 0.93
July 21 15 15 0 0 1 1 1
July 22 9 8 1 0 1 0.89 | 0.94

Tablel: Algorithm performance

routers[5], which hassix processingnginesone control

processarandworks at 200-MHz clock rate. The empiri-

caldistribution of thepacletclasseén thenetwork traf c is

readfrom the processingengineandcomparedo the base-
line distribution every second.The baselinedistribution is

estimateddf ine. In practice,whenthetrafc is expected
to experiencecertainchangesi.e. dueto diurnal effectsor

plannednetwork recon guration,the baselinedistribution

shouldbeupdateddr retrained How to dothisis atopic of

futureresearch.

8 Conclusion

In this paper we introduceour approactto detectanoma-
lies in the network traf ¢ using Maximum Entropy esti-
mation and relative entropy. The paclet distribution of
thebenigntraf ¢ is estimatedusingthe MaximumEntropy
framavork andusedasa baselingo detectthe anomalies.
The methodis ableto detectanomaliedy inspectingonly
the currenttrafc insteadof a changepoint detectionap-
proach. The experimentalresultsshow thatit effectively
detectsanomaliesn the network traf ¢ includingdifferent
kindsof SYN attacksandport scans.This anomalydetec-
tion methodidenti es thetypeof theanomalydetectecand
comeswith low falsepositives. Themethodrequiresacon-
stantmemoryanda computationtime proportionalto the
traf ¢ rate. Many interestingaspectf this approactstill
remainto beexplored,andcomparisorwith othermethods
suchasHolt-Winter, whenpossiblewill beuseful.
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