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ABSTRACT
Multi-proto col label switching (MPLS) virtual priv ate net-
works (VPNs) have had signi�can t and growing commer-
cial deployments. In this paper we present the �rst sys-
tematic study of BGP convergence in MPLS VPNs using
data collected from a large tier-1 ISP. We combine several
data sources to produce a methodology to accurately esti-
mate routing convergencedelays. We discovered an iBGP
version of BGP path exploration, and show that the route
invisibilit y problem occurs frequently and is one of the most
signi�can t contributing factors to BGP convergence delay
in the VPNs we studied. We therefore propose and evalu-
ate several con�guration changes that can be employed to
greatly improve the routing convergencetime and minimize
the connectivit y disruption in the face of network changes.

Categoriesand SubjectDescriptors
C.2 [Computer Comm unication Net works ]: Network
proto cols, Network operations

GeneralTerms
Measurement, Performance

Keywords
BGP, MPLS VPN, Routing Convergence

1. INTRODUCTION
Multi-proto col label switching (MPLS) virtual priv ate

networks (VPNs) [13] have had signi�can t and growing com-
mercial deployments. VPNs often carry business applica-
tions, such as VoIP, data replication, and �nancial transac-
tions that do not react well to even the smallest disruptions
in connectivit y. Therefore, the timely convergenceof routing
proto cols in the faceof network events is critically important
to the contin ued operation of theseapplications. Despite the
importance of MPLS VPN networks, their routing behavior
has not been studied by the research communit y, with the
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notable exception of [3] which formally analyzed the con�g-
uration conditions to ensure the correct VPN operation.

As is the casein the public Internet, Border Gateway Pro-
tocol (BGP) [11] plays a key role in MPLS VPNs. Di�eren t
sites of the same VPN are connected via the provider net-
work, for example as shown in Figure 1. Pre�xes reachable
in a particular VPN site are advertised to the provider net-
work via external BGP (eBGP) sessionsbetween routers in
the VPN sites and the provider network. Multi-proto col
extension to BGP [2] allows these VPN routes to be dis-
tributed via internal BGP (iBGP) throughout the provider
network, and then via eBGP to other VPN sites that are
part of the same VPN. The AS-level topology of VPN net-
works is therefore basically a hub-and-spoke topology (with
some exceptions), in which the provider AS is the hub and
the customer ASes are the spokes. This is in contrast to
the public Internet BGP topology which have thousands of
ASes in several tiers.

In the public Internet it is well-known that BGP su�ers
from slow convergencedue to the exploration of invalid paths
through di�eren t parts of the extensive AS topology. Be-
cause of the shallow AS topologies found in MPLS VPNs,
much fewer AS paths are available to explore and iBGP
convergence(in the provider network) therefore plays a rel-
ativ ely more important role in overall BGP convergencein
MPLS VPNs. To the best of our knowledge, there has been
no study on iBGP convergencein general, and iBGP conver-
gencein MPLS VPNs in particular. In this paper we present
an analysis of BGP convergencein MPLS VPNs using data
obtained from a large Tier-1 ISP.

In our analysis we discovered an iBGP version of the path
exploration phenomena. Becausea router can receive multi-
ple internal paths (from di�eren t route re
ectors) which all
go through the same egresslink to reach a speci�c pre�x,
it can mistakenly choose a failed path during the conver-
gence. Further, there is a iBGP route invisibility problem
in which certain network con�gurations can also cause al-
ternativ e (backup) paths to remain \hidden" from the net-
work, until after the route for the primary path has been
completely withdra wn, thus causing periods of disconnect
during convergence.

Our study made use of several data sources(router con-
�gurations, forwarding table dumps, syslog messagesand
BGP updates) from the provider network. Combining these
data sourcesallowed us to develop a new methodology to
accurately determine the BGP convergencetimes causedby
network events. Our measurement results show that most
convergencedelays we observed were relativ ely short (less



Figure 1: Comp onen ts of an MPLS VPN

than 20 seconds). We also found that route invisibilit y oc-
curs frequently and signi�can tly contributes to the total con-
vergence delay, while path exploration does not. This is
di�eren t from the results in the public Internet, where the
path exploration is the dominant factor [5, 9] even though
invisibilit y of routes might occur.

Fortunately , most of the factors contributing to conver-
gence delay can be either eliminated completely or signif-
icantly mitigated through a series of router con�guration
changes. Through measurement-based estimation, we show
that our proposed changes can greatly reduce the conver-
gencedelay in MPLS VPN networks.

The rest of the paper is organized as follows. Section 2
provides someMPLS VPN background. Section 3 discusses
the path exploration and route invisibilit y in MPLS VPNs
using a representativ e example from our testbed experiment.
Section 4 and Section 5 present our measurement methodol-
ogy and results. Section 6 evaluates our proposedsolutions,
and Section 7 concludes the paper.

2. MPLS VPN BACKGROUND
We now present a brief overview of MPLS VPNs and

speci�cally the role played by BGP. In Figure 1 we show the
essential components that constitute an MPLS VPN. The
�gure shows two VPNs: sites A; D and E are part of VPN
I and sites B ; C and F are part of VPN I I . A customer-
edge (CE) router at each site connects to a provider-edge
(PE) router in the provider network. The PE routers in
turn connect to a set of provider (P) routers in the core of
the provider network. The �gure also shows a set of route-
re
ectors (RR) that distributes routes within the provider
network. In order to simply the diagram we show route-
re
ectors to be co-resident with provider routers.

The provider network provides connectivit y between the
di�eren t VPN sites in such a way that separation of tra�c
between VPNs is maintained. A key construct to achieve
this separation is the virtual routing and forwarding (VRF)
table that is associated with each VPN on each PE. Each
VRF table contains only routing information related to the
VPN it is associated with. First, the VRF contains routes
associated with the directly connected CE(s) which it typi-
cally obtains via an eBGP sessionbetween the PE and the
CE. In much the same way as \regular" IPv4 BGP, these
eBGP learned routes need to be distributed to other PEs
via iBGP to allow remote PEs to reach the pre�xes in ques-
tion. This is achieved through the use of a VPN speci�c

Figure 2: BGP Con vergence an MPLS VPN

address family (VPNv4) in multiproto col-BGP (MP-BGP)
iBGP sessionswithin the provider network.

A salient feature of the VPNv4 address family is the
eight byte route-distinguisher (RD) with which each VRF
is con�gured. When routes associated with a VRF gets dis-
tributed via the MP-BGP session, this RD gets added to
each IPv4 pre�x to form a VPNv4 pre�x (i.e., (RD:IPv4-
Pre�x)). Inside the provider network, the complete VPNv4
pre�x is used for route comparison as part of the route se-
lection process.This allows di�eren t VPNs to use the same
address space (e.g., 10./8), without any con
ict (assuming
of coursethat they are con�gured with di�eren t RD values).

3. BGP CONVERGENCE IN MPLS VPNS
The key metric for BGP convergenceis the time it takes

for the network to convergeon a stable set of routing tables
after a routing change that was triggered by some network
event. With reference to Figure 2, we focus on the case
where the link betweenPE2 and CE1 fails, and we consider
the BGP convergencefrom the point of view of PE 3 and the
BGP messagesit receivesfrom RR4 . There are three factors
that contribute to the BGP convergencetime. First, it takes
time for PE2 to detect the failure, which can be 0 to 180
seconds(the BGP hold-timer default value). Second,BGP
messagesneed to be distributed through the iBGP topol-
ogy, which in practice normally consist of a route-re
ector
hierarchy. Third, there is an eBGP component betweenPEs
and CEs. We focus on the �rst two factors in this paper,
given the lack of eBGP update data between PEs and CEs.

We setup a testbed corresponding to Figure 2 in which
RR1 through RR4 and PE1 and PE2 were Cisco routers,
while CE1 and PE3 were software routers running the
Quagga open source routing software. Table 1 shows the
representativ e event times in the testbed experiment. It
shows the update messagessent from RR4 to PE3 as well
as the state of RR4 's routing table in the form of iBGP
signaling path, constructed based on two route attributes
(originator and the cluster-list). The originator attribute
indicates the PE who originally injects the route into the
AS. The cluster-list indicates the route re
ectors traversed
by the updates. For example, the route learned by PE 3 and
RR4 before the link failure has the iBGP signaling path of
(RR4 ,RR3 ,PE2), meaning that the path was �rst injected
by PE2 into the AS, then propagated to RR3 's cluster, and
then propagated to RR4 's cluster. We now use Table 1 to
illustrate the path exploration and route invisibility problem.



time RR 4 's up dates RR 4 's table

before failure (RR 4 ,RR 3 ,P E 2 ) (RR 3 , P E 2 ), (RR 2 , P E 2 )
T=0 failure happ ens (RR 3 , P E 2 ), (RR 2 , P E 2 )
T=0.7s (RR 4 ,RR 2 ,P E 2 ) (RR 2 , P E 2 )
T=4.7s withdra wal none
T=9.7s (RR 4 ,RR 1 ,P E 1 ) (RR 1 , P E 1 )

Table 1: iBGP signaling path of RR4 's routes.

3.1 Path Exploration in iBGP
At T = 0 second,we tear down the eBGP sessionbetween

CE1 and PE2 , and PE2 loses the primary path. Because
PE2 does not have any other path in its routing table, it
sendsa withdra wal messageto RR2 and RR3 to withdra w
the primary path. One might expect that RR4 will quickly
send a withdra wal to PE3 . But at T = 0:7 second, RR4

announces a path (RR4 ,RR2 ,PE2) to PE3 . Note that at
this point in time this path is in fact invalid since PE 2 does
not have a route to the destination at T = 0:7 second.

What happens is the following. Due to background BGP
load at RR2 , it processesthe withdra wal from PE2 much
slower than RR3 does. (In the testbed background BGP
tra�c wasprovided by an Agilent router emulator connected
to RR2 .) Eventually RR2 will processthe withdra wal from
PE2 and send a withdra wal to the rest of the re
ectors.
However, its withdra wal arriv esat RR4 somewhat later than
RR3 's. As a result, RR4 receives and processesthe with-
drawal from RR3 �rst and computes the new (invalid) best
path, (RR2 , PE2), which is not yet withdra wn by RR2 .
This \new route" is thus sent to PE3 at T = 0:7 second.

Note that in the testbed environment, the above update
propagation (PE2 ! RR3 ! RR4 ! PE3) does not in-
volve any MRAI delay becausethe updates are the �rst to
be exchanged on the sessionsinvolved. However, after that
the MRAI timers are turned on for these sessions,including
the one from RR4 to PE3 . This means that no other up-
date can be sent over this sessionuntil M secondslater (M
is by default set to 4 to 5 seconds). Therefore, when RR2

�nishes processingthe withdra wal from PE2 and sends its
own withdra wal to RR4 , RR4 realizes that there is no path
in its table, and it sends a withdra wal to PE3 at T = 4:7
second. In this process,RR4 in e�ect \explores" an internal
path (RR2 ,PE2) that is already invalidated by the failure
(CE1 / PE2 session failure) that has triggered the conver-
gence, even though the AS path remains the same (7675
5555). This processof exploring internal paths in iBGP is
similar to the eBGP AS path exploration problem [5], but,
to the best of our knowledge, path exploration has never
been reported in the context of iBGP or MPLS VPN.

3.2 Route Invisibility Problem
At T = 4:7 second,RR4 withdra ws the primary path, but

the backup path is not sent until T = 9:7 second. This addi-
tional delay is causedby the route invisibility problem: the
backup path is \in visible" until the primary path is with-
drawn. Before the failure, RR1 prefers the primary path
over the backup path, thus selects the primary path and
sends it to PE1 . PE1 compares the primary path and its
own path, and selectsthe primary path as its best path be-
causeit is shorter than PE1 's own path (the backup path).
Becausea router can only announce its best path, PE 1 has
to send a withdra wal to RR1 to withdra w the backup path.
That is, the backup path is \visible" only to PE1 , and is \in-

visible" to the rest of AS 7675. Note that the invisibilit y of
the backup path could be by design (e.g., the VPN customer
wants all the tra�c to go through the primary path when
the primary path is available), or it can be unintentional.

In order for PE1 to announcethe backup path to RR1 and
then to the rest of the network, PE1 needsto �rst learn from
RR1 that the primary path is no longer valid. But, similar
to RR4 , PE1 experiencesthe path exploration process.RR1

sends(RR2 ,PE2) to PE1 at around T = 1 second,and then
a withdra wal at around T = 5 second. PE1 then selectsthe
new best path, i.e., the backup path (5555 5555 5555). The
route is propagated to RR1 , then RR4 and PE3 . Because
there hasbeenno update on sessionPE1 ! RR1 and session
RR1 ! RR4 , the backup route is propagated over these
two sessionswith little delay. However, the MRAI timer on
sessionRR4 ! PE3 is on due to the update at T = 4:7
second in Table 1. Therefore, the backup path cannot be
propagated to PE3 until T = 9:7 second.

The route invisibilit y problem impacts the convergence
time in that routing updates needs to go through several
iBGP hops to make the backup path available to the net-
work. First, the withdra wal of the primary path needs to
propagate through the re
ector hierarchy to reach the PE
which has the backup path. Second, the backup path is
propagated through the re
ector hierarchy to reach the rest
of the PEs in the network.

Note that in the testbed scenario described here, there is
no background BGP updates except on the sessionbetween
the router emulator and RR2 . When there are background
BGP updateson each session,aswill be the casein any oper-
ational network, the per-neighbor MRAI timer is constantly
\on" when a new update arriv es at a router. Then each
iBGP hop can causea delay up to M = 5 seconds. In [10],
we show that the worst case Tlong and Tdow n convergence
delay (failure detection and iBGP route propagation) are
(205+ n � 5) secondsand (190+ n � 5) seconds,respectively,
in the studied network.

4. MEASUREMENT METHODOLOGY
In this section, we present a methodology to accurately

measure the BGP convergence time in a VPN network
through correlating data from several sources(BGP, syslog,
con�g, and PE forwarding table) that are readily available
from operational networks. We will describe our data col-
lection, event clustering, and event classi�cation algorithms.

4.1 Corr elating Data Sources
The provider network we studied collects both VPN BGP

updates and syslog messagesand has one level of route re-

ectors that form a full-mesh. One BGP collector is set
up as the client of two route re
ectors to collect the BGP
updates from them. Among the many types of syslog mes-
sages, the layer 1, layer 2, and layer 3 messagesare rele-
vant to our study. The available information in these syslog
messages,as well as that in BGP updates, are shown in Ta-
ble 2. The BGP updates have pre�x and RD information,
but the syslog messageshave only the interface/session in-
formation. Therefore, to correlate the syslog messageswith
the BGP messages,we use the route con�gurations and PE
forwarding table (also shown in Table 2) to build the follow-
ing two mappings: (r outer; inter f ace) ! RD:pre�xes and
(r outer; neighbor ip; vr f ) ! RD:pre�xes.



Data Sources t yp es available information

1. BGP up dates announcemen t timestamp, pre�x, rd, aspath, cluster-list, originator...
2. BGP up dates withdra wal timestamp, pre�x, rd

3. syslog messages layer-1: LINK-UPDO WN timestamp, router, per-router seqnum, in terface, status
4. syslog messages layer-2: LINEPR OTOL-UPDO WN timestamp, router, per-router seqnum, in terface, status
5. syslog messages layer-3: BGP-ADJCHANGE timestamp, router, per-router seqnum, neigh bor ip, vrf, status

6. router con�gurations vrf con�gurations router, vrf, rd
7. router con�gurations eBGP session/in terface con�gurations router, in terface, neigh bor ip

8. PE Forw arding table daily dump router, pre�x, vrf, nexthop ip, nexthop in terface

Table 2: Av ailable data from the pro vider net work

4.2 Event Clustering
BecauseBGP path computation for di�eren t RD:pre�xes

are done separately, we conduct the measurement for dif-
ferent RD:pre�x separately. Thus we convert each syslog
messageinto m messages,one for each of the m a�ected pre-
�xes. We then merge the converted syslogmessagesand the
BGP update stream, and sort the combined stream based
on timestamp. The clocks at the PEs and the BGP col-
lector are NTP-synchronized, thus the timestamp indicates
the relativ e timing of each messageaccurately enough for
our purp oses.We then cluster messagesinto events.

4.2.1 ExistingBGPeventclusteringwork
Earlier measurement work on the BGP convergencedelay

have focused on IPv4 BGP. These works can be classi�ed
into two types: beacon-basedactive measurements [5, 6, 8],
in which controlled events were injected into the Internet
from a small number of beacon sites (th us the event start-
ing time is known), and time window-based passive mea-
surement (in which the time-windo w value is derived based
on the observed update inter-arriv al time) [12, 7, 14, 4, 9].

4.2.2 Our clusteringalgorithm
Our clustering algorithm has two major di�erences from

existing measurement work. First, we determine the event
beginning time using syslog as the beaconbecausethe sys-
log messagesindicate the timing of the \ro ot cause" of an
event. Therefore, its accuracy is very close to that of the
scheduled event beginning time in the active measurement.
On the other hand, similar to the traditional passive mea-
surement, it is more representativ e than the active measure-
ment becauseit can be usedto measureall the actual events
triggered by the PE-CE link/session changes.

The second di�erence relates to how to decide the time
window for determining the end of an event. Existing mea-
surement work typically derives the time window based on
the distribution of the measured update inter-arriv al time.
In this work, we calculate the value of the time window based
on the various timer settings and the iBGP topology in the
studied network. The analytical results in [10] shows that
the iBGP route exchange can take at most (5 + n) � 5 = 35
secondsdelay (where n = 2 is the number of re
ectors that
the primary PE is connected to) in the studied network.
We thus use a time window of 35 seconds. Note that the
time-windo w can be di�eren t with di�eren t router vendors.

Our algorithm classi�es the events into three types [10]:
convergence, syslog-only, and update-only. We focus on the
convergence events in the rest of the paper. A convergence
event begins with a syslog messageand ends with BGP up-
date message,and it �nishes when the next messageis: (i) a
syslog messagewith di�eren t (router,in terface), (ii) a syslog

messagewith the same (router,in terface) but with a direc-
tion di�eren t from the one in the starting syslog messageof
the event, (iii) an update messagethat arriv esmore than 35
secondslater than the last update messageof the event.

4.3 BGP ConvergenceEvent Classi�cation
We borrow some terminology from earlier work on Inter-

net BGP convergence [5], namely Tdow n , Tup , Tlong , and
Tshor t . Table 3 summarizes their de�nition and how we
classify them in our measurement. For example, Tlong is the
event where the primary path fails, but the destination is
still reachable via a less preferred path. We determine an
event is Tlong the syslog messagesof the event indicates the
link/session goes down, and the last messageof the event is
an announcement. The convergencedelay for Tlong is mea-
sured as the time it takesfrom the start of a syslogmessage
to the last announcement in the event.

5. MEASUREMENT RESULTS
In this section we present the measurement results based

on the data obtained from the provider network over a three
month period in 2005 and answer the following questions
about MPLS VPN convergence. How long are the delays
of Tlong , Tdow n , Tup , and Tshor t in MPLS VPN? Are they
di�eren t from the eBGP convergencedelays? What are dif-
ferent factors' contributions to the convergence delay? Is
the reachabilit y lost during Tlong convergence,and for how
long? Finally , it hasbeenobserved in IPv4 BGP that a small
number of pre�xes contribute most of the BGP events. Is
this true in MPLS VPNs? More results are available in [10].

5.1 Resultsfor All Typesof Events
We observed around 300 thousands events during our

study period, and 20% are convergence events. Among the
convergenceevents, 7.3% are Tlong , 7.4% are Tshor t , 43.4%
are Tdow n and 39.9% are Tup , and 2% are unclassi�ed (in
which two \real" events overlaps). The fact that there are
more Tdow n and Tup events than Tlong and Tshor t are because
only multi-homed pre�xes can possibly have Tlong and Tshor t

events, and typically , there are much fewer multi-homed pre-
�xes than single-homed pre�xes. The fact that there are
more Tdow n events than Tup events can be due to the fact
that there are more \real" Tup events that are classi�ed as
syslog-only, update-only, or unclassi�ed convergenceevents
by our methodology as the result of event overlapping or
syslog messageloss ( lessthan 1% in our study, detected by
checking the per-router syslog sequencenumbers ).

Figure 3 shows the distributions of the convergencede-
lays for all types of events. Most delays (83% in Tlong and
Tdow n , 68% in Tup and Tshor t ) are shorter than 20 seconds.
There are two di�erences in our results compared with the



event t yp e description link status last up date of the even typ e of previous event

Tdow n pre�x unreac hable after link failure down withdra wal does not matter
Tup pre�x reachable again after link recovery up announcemen t Tdow n

T long pre�x reachable via backup after primary path fails down announcemen t does not matter
Tshor t pre�x reachable via primary after primary path recovery up announcemen t not Tdow n

Table 3: Con vergence event t yp es
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Figure 3: Cum ulativ e distributions of convergence
dela ys for Tdow n and Tlong (t wo upp er curv es), Tup

and Tshor t (t wo lower curv es).

IPv4 BGP convergencedelays [5, 8]. First, the convergence
delays in MPLS VPNs are much shorter than those in IPv4
BGP, in which convergencedelays on averageare longer than
100 secondsfor Tdow n and Tlong are more than 30 secondsin
Tup and Tshor t [5, 8]. This is due to several reasons. First
of all, IPv4 BGP has a much bigger topology scale (thou-
sands of ASes) than MPLS VPN networks. Thus the IPv4
BGP update propagation time along the ASes,ampli�ed by
MRAI delay, is longer than in MPLS VPN networks. Also
becausethe simpler route re
ector-based topology limits the
number of alternativ e paths, there are much lesspath explo-
ration in MPLS VPNs. Third, the default MRAI time value
for iBGP is 5 seconds,while in eBGP it is 30 seconds.

Second,Figure 3 shows that the delays of Tup and Tshor t

are longer than those of Tdow n and Tlong . This observation
is di�eren t from the eBGP convergenceresults in [5, 8], but
they are not con
icting. In the measurements reported in [5,
8], an event starts when the initial announcement or with-
drawal are advertised, but in our methodology, an event
starts when a layer 1/la yer2 change happens. In Tup and
Tshor t , it takes time for the PE and CE to exchange BGP
proto col messages,following the Finite State Machine spec-
i�cation [11], to establish a BGP session. After that, the
routes are exchanged. Depending on the size and the order
of the routes in the routing table, the announcement of the
pre�x in question can be further delayed. In practice, it is
helpful to have a shorter Tup delay in some casessuch as a
simple router reboot during planned maintenance. There-
fore, this suggeststhat further research and engineering are
needed to shorten the time to establish the BGP sessions
and initial table exchangesafter a sessionis setup.

5.2 Breaking down Tlong convergence
We now break down the Tlong convergence factors. We

measure the sessionfailure detection time as the time from
the beginning of the event to the time the �rst BGP update
is received. To measure the path exploration time, we �rst
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Figure 4: Cum ulativ e distribution of dela ys caused
by di�eren t factors in Tlong convergence.

found the time (say, T3) for the �rst update with an as-
path equal to the primary aspath, and the originator/BGP
nexthop equal to the primary PE. Then we �nd the time for
the withdra wal message(say T4). Then the path exploration
time is de�ned as T4 � T3 . The route invisibility 's contribu-
tion is T5 � T4 , where T5 is the end of the convergence.

Figure 4 shows distributions of the delay contribution of
the di�eren t factors contributing to Tlong . It shows that
failure detection contributes the most, closely followed by
route invisibilit y (both contribute around 10 secondsin 90%
of events). On the other hand, path exploration contributes
least in MPLS VPNs, as opposed to the Internet environ-
ment where it is the dominant factor. As we mentioned
earlier, in MPLS VPNs there are much fewer paths to \ex-
plore" due to its smaller and simpler route re
ector-based
topology. In addition, we found that that 30% of the events
have route failure (during which either there is no route or
the failed primary path is used) for longer than 9 seconds.

Theseresults show that it is very important to improve the
Tlong convergencedelay to minimize signi�can t disruptions
to important applications such as VoIP, and that in order
to improve Tlong convergence, shortening failure detection
time and solving route invisibilit y are more important than
solving path exploration.

5.3 Event Contribution by Network Entity
In IPv4 BGP, it has been observed that the majorit y of

the events are caused by a small number of very unstable
pre�xes [12]. In this section, we investigate whether similar
observations hold for VPNv4 pre�xes, as well as for other
MPLS VPN speci�c \net work entities" namely, VPNs, PEs,
and PE-CE interfaces. We �rst ranked (from high to low)
the entities basedon the number of events per entit y. Then
we determined the cumulativ e ranked contribution of each
of the four network entities to the total convergenceevent
count. We found signi�can t \p opularit y" in the network
entities that are involved with convergence events. More
speci�cally , only 18.6%of pre�xes contributed to 90% of the
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convergenceevents. The number is approximately the same
(17%) for RDs, while the PE-CE interface granularit y hasan
even more skewed distribution with only 6.6% of interfaces
contributing to 90% of the events. Considering the router
level granularit y, we seea somewhat lessskewed distribution
where 42.9% of PEs contribute to 90% of events.

6. SOLUTION AND EVALUATION
In this section we summarize and evaluate our proposed

solutions [10] to the delayed convergence in MPLS VPN.
To shorten the failure detection time, \Next-Hop Track-
ing (NHT)" [1] or similar features should be enabled on PE
routers. The route invisibilit y problem can be easily elimi-
nated by con�guration changesto force the backup route to
be distributed to the remote PEs. That is, we can con�g-
ure PEs such that they always prefer their locally learned
eBGP route (over iBGP routes), and con�gure the VRFs
from di�eren t sites of a VPN with di�eren t RDs.

In Figure 5, we estimate the improvement of the our solu-
tions basedon our Tlong measurement results. Supposingwe
have a fast detection mechanism (e.g., lik e Next-hop track-
ing) in place we can expect to seedetection times around
1 second. We can thus estimate the potential improvement
by replacing the measured failure detection time with this
value. The \fast-detection" curve in Figure 5 shows signi�-
cant improvements over the current convergencedelay.

However, the fast-detection curve also shows that 20% of
the delays are longer than 6 seconds,and 10% are longer
than 15 seconds. This shows the necessity of eliminating
route invisibilit y. The curve \fast-detection + no route-
invisibilit y" estimates the improvement when route invisi-
bilit y is eliminated in addition to the fast failure detection.
It shows that the convergencetime is signi�can tly reduced
(what is left is the path exploration contribution plus the
assumed1 second fast detection delay). The �nal curve in
Figure 5 shows the improvement of using a shorter iBGP
MRAI value (0.5 second)by dividing the measuredpath ex-
ploration time by 10(= 5=0:5). The �gure shows that the
additional improvement by using a smaller MRAI value is
insigni�can t, and thus may not warrant the additional load
incurred by such an approach.

Based on these results, we conclude that the combination
of fast failure detection and route invisibilit y elimination are
necessaryand su�cien t con�guration changes to achieve a
short convergencedelay in MPLS VPN networks.

7. CONCLUSION
In this paper we have presented the �rst systematic study

of BGP convergencein MPLS VPNs. We used several data
sourcesfrom a Tier-1 ISP and developed a methodology that
allows accurate estimation of BGP convergencedelays. We
identi�ed contributing factors such as path exploration in
iBGP and the information hiding in the form of the route
invisibilit y problem. Our analysis show that, among the
contributing factors, failure detection and route invisibil-
it y have the most signi�can t impact on convergencedelays.
Fortunately , suitable solutions exist to eliminate or mitigate
these problems. Our measurement-based estimation shows
that applying our proposed con�guration-only changes to
MPLS VPNs can signi�can tly reduce the convergencedelay.

Our work has also uncovered a number of results. For
example, the fact that a relativ e small percentage of entities
(pre�xes, RDs, PEs, interfaces) are responsible for the bulk
of events might indicate some underlying problems. Given
the importance of MPLS VPNs to the commercial world,
these results warrant further investigation.
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